
 
 

February 19, 2021 

Vanessa Countryman 

Secretary 

Securities and Exchange Commission  

100 F Street NE., Washington, DC 20549 

 

Re:  File No. 4-698; Joint Industry Plan; Notice of Filing of Amendment to the 

National Market System Plan Governing the Consolidated Audit Trail by the 

Plan Participants—Comment Letter of the Securities Industry and Financial 

Markets Association  

Dear Ms. Countryman: 

On behalf of Securities Industry and Financial Markets Association (“SIFMA”)1 and as 

referenced in our comment letter dated January 27, 2021, enclosed is a White Paper prepared by 

Professor Craig M. Lewis entitled “Economic Analysis of Proposed Amendment to National 

Market System Plan Governing the Consolidated Audit Trail.”   As set forth in the White Paper, 

Professor Lewis disagrees with the Charles River Associates report accompanying the proposed 

amendment and concludes that the proposed amendment, if adopted, would result in a reduction 

in investor welfare.  

*  *  * 

 SIFMA greatly appreciates the Commission’s consideration of these comments and 

would be pleased to discuss them in greater detail. If you have any questions or need any 

additional information, please contact me at 212-313-1287 or egreene@sifma.org.  

 

Sincerely, 

  

 
 

Ellen Greene 

Managing Director  

Equity and Options Market Structure 

 
1  SIFMA is the leading trade association for broker-dealers, investment banks and asset managers operating 

in the U.S. and global capital markets. On behalf of our industry’s nearly 1 million employees, we advocate 

for legislation, regulation and business policy, affecting retail and institutional investors, equity and fixed 

income markets and related products and services. We serve as an industry coordinating body to promote 

fair and orderly markets, informed regulatory compliance, and efficient market operations and resiliency. 

We also provide a forum for industry policy and professional development. SIFMA, with offices in New 

York and Washington, D.C., is the U.S. regional member of the Global Financial Markets Association 

(GFMA). For more information, visit http://www.sifma.org.  
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I. Introduction 

1. This comment is with regard to the proposed amendment (“Proposed Amendment”) to the 

National Market System Plan Governing the Consolidated Audit Trail (the “CAT NMS Plan”) 

filed by Consolidated Audit Trail, LLC (“CAT LLC”) that would obligate all industry members 

(“Industry Members”) to assume substantially all liability associated with a breach or misuse of 

data in the Consolidated Audit Trail (the “CAT”) System by requiring Industry Members to sign 

limitation of liability provisions.1  

2. The Proposed Amendment contains an economic analysis that was prepared by Charles 

River Associates (“CRA Report”) that concludes that the benefits of the Proposed Amendment 

outweigh the economic costs.  I disagree with that conclusion.  As I will discuss more fully 

below, a key limitation of the CRA Report is that it fails to account for the costs that Industry 

Members would incur if a breach or misuse of CAT Data resulted in litigation against them by 

their customers.  Although it is difficult to quantify the incremental economic costs of a data 

breach and any associated litigation, the CRA Report directly states that “[i]t is well-understood 

that litigation in general is an expensive and highly uncertain process. This holds with particular 

persuasiveness for the new, highly technical, and rapidly changing area of cyber security.”2  

Since these costs are expected to be substantial, they should be included in any well-executed 

economic analysis. 

3. My economic analysis of the underlying issues shows that the Proposed Amendment, if 

adopted, would result in a reduction in investor welfare.  Investors would be at greater risk of 

having their data compromised since CAT LLC’s incentives to invest in security to protect the 

CAT Data would be reduced.  Since Industry Members do not have the ability to directly control 

the security of the CAT Data, it will likely require their purchase of additional liability insurance 

beyond their existing coverage to address the risk of a breach or misuse of that data.  However, 

requiring Industry Members to absorb litigation-related expenses for a causality over which they 

have no direct control is inefficient, as they do not have nor can they grant access to insurers to 

                                                 
1 Release No. 34-90826 (December 30, 2020), 86 FR 591 (January 6, 2021) (“Proposed Amendment”). 
2 Charles River Associates, “White Paper: Analysis of Economic Issues Attending the Cyber Security of the Consolidated Audit 
Trail,” December 18, 2020 (“CRA Report”), p. 79. 
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monitor or assess the security of the CAT System.  This will result in higher insurance costs, 

which will ultimately be passed-on to investors.  In contrast, if CAT LLC were to internalize all 

of the costs associated with reimbursing investors in the event of a breach or misuse of CAT 

Data, it would result in a more efficient insurance choice.  Based on economic first-principles, I 

expect that CAT LLC would be able to purchase such coverage at lower prices than would be 

available to Industry Members because it has full access to the CAT System and can subject 

itself to monitoring by insurers.  

II. Background and Implications of Proposed Amendment 

4. On July 18, 2012, the U. S. Securities and Exchange Commission (“SEC”) adopted Rule 

613 which called for self-regulatory organizations (“SROs”) to jointly submit a plan to create, 

implement, and maintain “a comprehensive consolidated audit trail that would allow regulators 

to efficiently and accurately track all activity throughout the U.S. markets in National Market 

System (NMS) securities.”3  In particular, it envisioned a single comprehensive database “that 

would capture customer and order event information for orders in NMS Securities and OTC 

Equity Securities (Eligible Securities), across all markets, from the time of order inception 

through routing, cancellation, modification, execution, and allocation.”4  After various 

amendments and seeking comments, the proposed CAT NMS Plan was approved by the SEC on 

November 15, 2016.5 

5. As of August 29, 2019, the SROs established CAT LLC as the legal entity to carry out 

the activities related to the CAT.6  In particular, CAT LLC is the entity that Industry Members 

                                                 
3 SEC, “Rule 613 (Consolidated Audit Trail),” modified December 17, 2020, available at 
https://www.sec.gov/divisions/marketreg/rule613-info.htm (accessed on February 9, 2021); Consolidated Audit Trail, 17 CFR 
Parts 242, effective October 1, 2012, available at https://www.sec.gov/rules/final/2012/34-67457.pdf (accessed on February 9, 
2021). 
4 “CAT Reporting Technical Specifications for Industry Members,” January 8, 2021, p. 1, available at 
https://www.catnmsplan.com/sites/default/files/2021-
01/1.08.21_CAT_Reporting_Technical_Specifications_for_Industry_Members_v4.0.0r5_Clean.pdf (accessed on February 9, 
2021).  
5 SEC, “SEC Approves Plan to Create Consolidated Audit Trail,” November 15, 2016, available at 
https://www.sec.gov/news/pressrelease/2016-240.html (accessed on February 9, 2021).  
6 CAT FAQ, “A1. Has a legal entity been established to conduct the activities related to the CAT?” updated January 29, 2021, 
available at https://www.catnmsplan.com/faq (accessed on February 9, 2021).  

https://www.sec.gov/divisions/marketreg/rule613-info.htm
https://www.sec.gov/rules/final/2012/34-67457.pdf
https://www.catnmsplan.com/sites/default/files/2021-01/1.08.21_CAT_Reporting_Technical_Specifications_for_Industry_Members_v4.0.0r5_Clean.pdf
https://www.catnmsplan.com/sites/default/files/2021-01/1.08.21_CAT_Reporting_Technical_Specifications_for_Industry_Members_v4.0.0r5_Clean.pdf
https://www.sec.gov/news/pressrelease/2016-240.html
https://www.catnmsplan.com/faq
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are required to report their data to and is responsible for collecting, maintaining, and securing 

that data. 

6. The CAT Data maintained by CAT LLC includes both market data, which contains all 

the order event information across the lifecycle of all transactions in the U.S. equity and options 

markets, as well as personally identifiable information (“PII”) for regulators to use for the 

investigation of misconduct.7 

7. After reporting its data to CAT LLC, Industry Members have no control over the security 

of the data and bear no responsibility for its safekeeping.  It is CAT LLC that is responsible for 

addressing “the security and confidentiality of all information accessible from the CAT and the 

operational risks associated with accessing the CAT.”8  One of the structural precautions taken to 

protect the CAT Data is to separate it into three distinct systems, two of which contain PII data 

and one that contains trade data.  The purpose of this setup is to anonymize the data and provide 

an extra layer of security between the market data and the PII.9  Other security precautions 

include:  the three systems are controlled and maintained by different personnel, each system is 

“encrypted independently of each other using different keys,” and the data system with customer 

and account attributes (CAIS database) has limited permissions and does not allow data to be 

extracted.10  

8. Despite the security requirements adopted and precautions taken by CAT LLC, it does 

not rule out the possibility of a breach or misuse of data by potential bad actors or SRO 

employees.  This is noted in the CRA Report as well, that “[a]n unfortunate fact of the cyber 

world is that the best standards, policies, and procedures all executed with perfection may not 

thwart every conceivable breach attempt.”11  The CRA Report concludes that, “most potential 

breaches are relatively low-frequency events;” however, the CRA Report also acknowledges that 

                                                 
7 CAT, “FAQs S5. What type of information is in the CAT?” updated January 29, 2021, available at 
https://www.catnmsplan.com/faq (accessed on February 9, 2021); CRA Report, Figure 2. 
8 CAT FAQ, “S1. What steps are being taken to ensure that the CAT is secure given heightened cybersecurity concerns?” 
updated January 29, 2021, available at https://www.catnmsplan.com/faq (accessed on February 9, 2021). 
9 The two systems that contain PII data are the CAT Customer ID (“CCID”) Subsystem and the Customer and Account 
Information System (“CAIS”).  The CCID Subsystem contains transformed identifiers (“TID”) received from the Industry 
Members, which are “transformed [values] of an ITIN, SSN, or EIN associated with an account holder or authorized trader,” and 
their generated corresponding CAT Customer ID (“CCID”), which are not shared with Industry Members.  The CAIS contains 
reported customer and account attributes from Industry Members and their associated CCID.  CRA Report, pp. 51–52, Figure 2. 
10 CRA Report p. 44. 
11 CRA Report, p. 35. 

https://www.catnmsplan.com/faq
https://www.catnmsplan.com/faq
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any such breach could be “catastrophic.”12  Regardless of this assessment, it appears that the SEC 

was sufficiently concerned about data security that it proposed amendments to the CAT NMS 

Plan in August 2020 that removed the collection of certain sensitive PII (such as social security 

numbers and date of birth) and included further security requirements.13  Furthermore, additional 

precautions will likely need to be implemented over time as new vulnerabilities emerge and bad 

actors develop new techniques. 

9. In the Proposed Amendment, CAT LLC seeks to force Industry Members to assume 

liability associated with a data breach or any misuse of CAT Data by signing limitation of 

liability provisions.  CAT LLC’s attempt to mitigate its liability and shift litigation costs to 

Industry Members suggests that concerns of significant risks associated with potential data 

breaches and misuse of CAT Data exist.  This is at odds with recent comments submitted by the 

SROs that suggest the CAT Data are sufficiently secure and that they oppose the SEC’s proposed 

security enhancements.14  Furthermore, if there was little to no risk of litigation, there would be 

no need to ask for a liability waiver.   

10. If the Proposed Amendment is adopted and a data breach occurs, Industry Members 

would likely be the subject of claims by their clients and sued as a result of any damages suffered 

by those whose data were compromised.15  Since Industry Members face the consequences of a 

breach but are not in control of the CAT Data and have no ability to directly mitigate the security 

risk, the only option potentially available to them will be to purchase additional cyber liability 

insurance.  

                                                 
12 CRA Report, p. 21. 
13 SEC, “SEC proposes Data Security Enhancements to the CAT NMS Plan,” August 21, 2020, available at 
https://www.sec.gov/news/press-release/2020-189 (accessed on February 9, 2021).  For example, one of the proposed measures 
was a limitation on the maximum number of records that could be downloaded by regulators using an online query tool.  Another 
proposed measure was the creation of a Secure Analytical Workspace (“SAW”), an analytic environment part of the CAT System 
where CAT data would be accessed and analyzed.  
14 Michael Simon Comment Letter, December 4, 2020, p. 1, available at https://www.sec.gov/comments/s7-10-20/s71020-
8100247-226195.pdf (accessed on February 9, 2021). (“The Participants have implemented robust protections to protect the 
security and confidentiality of CAT Data, and share the Commission’s view that CAT Data reported to and retained in the 
Central Repository currently is subject to stringent security policies, procedures, standards and controls”).  See also Cboe 
Comment Letter, December 2, 2021, p. 5, available at https://www.sec.gov/comments/s7-10-20/s71020-8088156-226116.pdf 
(accessed on February 9, 2021). (“The proposed restrictions on Participants’ access to CAT Data are not necessary to ensure that 
CAT Data is protected by appropriate security controls, policies, and procedures, and the Commission has identified no reason to 
believe otherwise”).  
15 In the event of a data breach or misuse of data, there are a number of ways in which the compromised data could cause harm.  
Some examples include:  the reverse engineering of certain algorithms by analyzing the transaction data, identity theft by using 
compromised personal information, or the revealing of certain information that might harm a person’s reputation.  This is not an 
exhaustive list of how bad actors could misuse any compromised CAT Data to cause harm.   

https://www.sec.gov/news/press-release/2020-189
https://www.sec.gov/comments/s7-10-20/s71020-8100247-226195.pdf
https://www.sec.gov/comments/s7-10-20/s71020-8100247-226195.pdf
https://www.sec.gov/comments/s7-10-20/s71020-8088156-226116.pdf
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III. Economic Analysis of the Proposed Amendment 

11. My economic analysis of the Proposed Amendment shows that investors would be 

harmed if the Proposed Amendment is adopted for two reasons: 1) it is more likely that investors 

would be harmed through the compromise of their data (PII and trading data) as CAT LLC is 

incentivized to invest less in data security to protect the CAT Data if it does not retain potential 

liability, and 2) the costs of insurance (which almost certainly would be passed downstream to 

investors) will be higher if purchased by Industry Members individually as compared to by CAT 

LLC on behalf of all Industry Members.  I discuss each of these reasons in greater detail below. 

A. Alignment of Control and Liability Incentivizes the Optimal Amount of Data 
Security and Ultimately Benefits All Investors  

12. The Proposed Amendment, if adopted, would sever the link between bearing the risk of a 

data breach from the responsibility of guarding against such a possibility.  This would result in a 

classic example of moral hazard, where CAT LLC’s incentives to invest in data security would 

be diminished since Industry Members, rather than CAT LLC, would bear the potential litigation 

costs of a breach or misuse of CAT Data.16  If a liability waiver were granted, the economically 

efficient investment in data security for CAT LLC would lead to underinvestment and a greater 

risk of a breach or misuse of data in the CAT System relative to what the optimal investment 

would be if CAT LLC was responsible for compensating Industry Members for any litigation 

costs associated with a breach or misuse of CAT Data.   

13. As discussed above, an example of this can be seen in the comments submitted by SROs 

that opposed the adoption of security enhancements proposed by the SEC.17  If CAT LLC 

                                                 
16 It would also reduce the incentive for CAT LLC and SROs to prevent their own employees from using the CAT Data in an 
inappropriate manner. 
17 Michael Simon Comment Letter, December 4, 2020, p. 3, available at https://www.sec.gov/comments/s7-10-20/s71020-
8100247-226195.pdf (accessed on February 9, 2021). (“The Participants believe, and as noted in the Proposing Release, the 
Commission has concurred that a robust security system has been developed and implemented for the CAT….the Participants 
recommend that the SEC not move forward with the proposal.”); Nasdaq Comment Letter, December 2, 2020, p. 2, available at 
https://www.sec.gov/comments/s7-10-20/s71020-8084827-226094.pdf (accessed on February 9, 2021). (“The Proposal 
underestimated the costs associated with the Proposal, and fails to establish that sufficient benefits exist to justify imposing such 
costa [sic] on the industry, the SROs, and, ultimately, investors.”); Cboe Comment Letter, December 2, 2020, p. 5, available at 
https://www.sec.gov/comments/s7-10-20/s71020-8088156-226116.pdf (accessed on February 9, 2021). (“The proposed 
restrictions on Participants’ access to CAT Data are not necessary to ensure that CAT Data is protected  by appropriate security  
controls, policies, and  procedures, and the Commission has identified no reason to believe otherwise.”); NYSE Comment Letter 
December 2, 2020, p. 34, available at https://www.sec.gov/comments/s7-10-20/s71020-8083358-226075.pdf (“In short, the 
Proposal would fundamentally shift the purpose, utility, and cost of the CAT with the purported goal of improving security, but 

https://www.sec.gov/comments/s7-10-20/s71020-8100247-226195.pdf
https://www.sec.gov/comments/s7-10-20/s71020-8100247-226195.pdf
https://www.sec.gov/comments/s7-10-20/s71020-8084827-226094.pdf
https://www.sec.gov/comments/s7-10-20/s71020-8088156-226116.pdf
https://www.sec.gov/comments/s7-10-20/s71020-8083358-226075.pdf
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remains potentially liable for data breaches, it should be willing to undertake additional security 

investment until the marginal costs of such investment are equal to the marginal benefit of 

reducing potential damages from litigation.  However, if CAT LLC can avoid liability for 

litigation brought by or against Industry Members arising from a CAT data breach, it would be 

less incentivized to undertake additional investments beyond what is currently mandated by 

regulation.  

14. Furthermore, because of the structure and governance of CAT LLC, Industry Members 

do not have access to the details of CAT LLC’s cyber security nor do they have the ability to 

directly implement additional security precautions in response to underinvestment by CAT LLC.  

The CRA Report claims “the SEC’s regulatory process for the CAT permits parties affected by 

the operation of the CAT to stay informed of the operation of the CAT’s cyber risk program and 

to advocate for and incorporate any broader security concerns.”18  However, the ability to 

advocate for change in such a way is not an efficient or effective way to optimize the security of 

the CAT Data.  It would also be difficult for an outside party to give concrete suggestions on 

how to protect the CAT Data when it does not have direct access to the system, familiarity with 

the details of the security program, or any awareness of attempted breaches.19  Moreover, even if 

Industry Members could make suggestions that receive consideration, they would have no 

control or oversight on the implementation of these proposals or even a way to verify if the 

suggested changes have been made. 

15. As the CRA Report notes, “[t]he concern, therefore, is that entities may choose to not 

invest at a socially optimal level of protection if they do not internalize the expected direct costs 

of the potentially breached entity as well as the costs of all other affected parties.”20  This is 

precisely the point that concerns Industry Members.  The costs not being internalized by CAT 

LLC are the litigation costs related to breaches of the CAT Data that would instead be borne by 

Industry Members under the Proposed Amendment. 

                                                 
without adequately identifying specific security problems that could not be addressed within the existing CAT security 
framework and requirements of the CAT NMS Plan.”). 
18 CRA Report, p. 35. 
19 I note that the CRA Report points to a lack of specific deficiencies in the CAT’s cybersecurity program as evidence of the 
CAT’s robust cybersecurity. (CRA Report, p. 18).  However, as I noted, it is difficult for outsiders to give concrete proposals on 
the security system with which they are unfamiliar.  Furthermore, the lack of specific proposals does not detract from the 
underlying argument that the incentive to protect the data is best achieved by aligning control and liability.  
20 CRA Report, p. 71. 
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16. It would be more effective for CAT LCC itself to be incentivized to invest in security at a 

level that considers all costs of operating the CAT.  That is, it should consider the indirect costs 

of all parties as well as its direct costs.  In particular, the indirect costs are the litigation-related 

costs connected with the compromise of the CAT Data.  The most effective way to “internalize” 

these costs would be for CAT LLC to retain liability.  Otherwise, contrary to the CRA Report’s 

claims, CAT LLC’s incentives are not aligned with those of Industry Members.21   

17. To be clear, CAT LLC does have some incentive to invest in cybersecurity—it is still 

mandated to remain in compliance with certain regulations.  However, the marginal costs and 

benefits faced by CAT LLC to invest further in data security are no longer the same as Industry 

Members under the Proposed Amendment since Industry Members may be sued by their 

customers should the data be compromised, but Industry Members cannot sue CAT LLC to 

recover any related costs.   

1. CAT Cyber Security Can Benefit from Having Both Ex-Ante 
Regulation as well as Ex-Post Litigation 

18. The CRA Report asserts that, “Industry Members have argued that the risks associated 

with a CAT cyber breach are best addressed through litigation they can initiate as opposed to 

regulation and, if necessary, enforcement action by the SEC.”22  This is a mischaracterization of 

Industry Members’ position.  I understand from counsel that Industry Members have not 

requested to remove the existing regulation of CAT LLC by the SEC or asserted that litigation 

alone is preferable to regulation with regards to the security of the CAT Data.  Rather, Industry 

Members oppose the limitation of liability provisions in order to preserve their ability to sue 

CAT LLC in the unfortunate instance of a breach or misuse of CAT Data even if CAT LLC is 

regulated by the SEC.  That is, Industry Members are concerned regarding the change in 

incentives when moving from a model of both regulation and litigation to one that solely relies 

on regulation. 

19. As the CRA Report notes, the use of regulation and litigation are not mutually exclusive 

and there are many instances where these policy tools are used jointly.23  For example, the CRA 

                                                 
21 CRA Report, p. 39. 
22 CRA Report, p. 76. 
23 CRA Report, p. 69. 
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Report points to the financial services, health, safety, food, and drug industries where baseline 

regulatory requirements exist but where parties that suffer harm are still able to sue to recover 

damages.24  The CRA Report argues that such an arrangement is not optimal as the benefits of 

allowing Industry Members to litigate against CAT LLC do not outweigh the costs.25   

20. However, the analysis in the CRA Report ignores risks and costs associated with 

customers of Industry Members potentially bringing suit against Industry Members if their data 

is compromised.26  Regardless of whether there was a good faith effort to protect the data with 

careful regulation and aggressive enforcement, the possibility of a breach or misuse of CAT Data 

remains.  In such an event, it is likely that customers will bring suit against Industry Members.  If 

the costs related to such litigation were also considered in the CRA Report’s economic analysis, 

it would show that requiring the parties that have access to and are responsible for protecting the 

data to bear these costs leads to better incentive alignment.   

21. In the CRA Report’s economic analysis, it claims that CAT LLC’s costs would increase 

“significantly” if litigation against CAT LLC by Industry Members were allowed.27  However, it 

ignores the fact that Industry Members will bear those costs if CAT LLC is permitted to disclaim 

liability.  If Industry Members could not sue CAT LLC, they would have to purchase additional 

liability insurance since they have no recourse to recoup any litigation-related losses from their 

own customers.  Since CAT LLC has a better understanding of its own data security and any 

potential weaknesses, CAT LLC would be expected to be able to obtain less costly insurance 

than would be the case if Industry Members had to purchase additional liability insurance 

individually because there the moral hazard problem is less severe.28  As costs are likely to be 

borne by investors ultimately in either case, there would actually be a reduction in costs passed 

on to investors from allowing litigation against CAT LLC from Industry Members.29  

                                                 
24 CRA Report, p. 69. 
25 CRA Report, p. 35. 
26 There is also a possibility that Industry Members themselves could similarly be harmed, suffer losses, and have claims against 
CAT LLC. (For example, consider an Industry Member who has no customers but has its proprietary models reverse-engineered 
as a result of a breach of CAT Data.)  The use of ex-ante regulation is insufficient to address such situations. 
27 CRA Report, pp. 78–80, 88. 
28 Asymmetric information about data security between Industry Members and CAT LLC creates a moral hazard problem that, all 
else equal, would result in Industry Members paying higher insurance premia relative to what CAT LLC would pay were it to 
acquire the same level of coverage on behalf of Industry Members. 
29 This argument is based on the assumption that Industry Members would sue for litigation-related damages and would not seek 
punitive damage awards, such as those related to lost customers.  It also recognizes that CAT LLC would be concerned that 
Industry Members would not be appropriately incentivized to resolve customer-initiated lawsuits in a cost-efficient manner, 
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22. The CRA Report also argues that there are no benefits to allowing Industry Members to 

sue CAT LLC, stating that “adding the threat of litigation would do nothing to further internalize 

into the CAT’s decision making the possible losses suffered by the Industry Members.”30  On the 

contrary, if CAT LLC remains potentially liable, it would mitigate the moral hazard problem and 

help alleviate Industry Members’ concerns about underinvestment in data security.31  CAT LLC 

also should be more willing to invest in improvements in data security as new technology is 

developed.  Rather than waiting for the regulators to publish official guidance or updates, CAT 

LLC would be incentivized to quickly react to changing trends and threats in cybersecurity.  That 

type of rapid response is particularly important in the quickly evolving realm of technological 

advances.  This is another reason against the use of regulation as the only incentive. 

2. The Cited Example of Limitation of Liability Provisions Is Not 
Comparable 

23. The Proposed Amendment claims that the limitation of liability provisions are industry-

standard and “have been agreed to in substance by virtually all Industry Members in connection 

with Order Audit Trail System (“OATS”) reporting.”32  This is not a suitable comparison to the 

CAT Data and overlooks several reasons for why such a comparison is flawed.   

24. First, the CAT Data is far more comprehensive, and contains much more valuable 

information than the OATS Data, which makes it a more attractive target for potential bad actors 

and increases the risk accordingly.  The majority of the data contained in OATS is public data 

that could be purchased.  More importantly, it does not include any personally identifying 

information—at its most granular, the data provides an Account Type Code which only identifies 

whether the order was placed by an institutional or individual customer.33  In contrast, Industry 

                                                 
especially if Industry Members believed they could pass all litigation-related costs on to CAT LLC.  Allowing Industry Members 
to sue CAT LLC for litigation costs related to data breaches would align incentives of both parties and lead to a more 
economically efficient outcome. 
30 CRA Report, p. 72. 
31 I note that it is possible that Industry Members may still choose to purchase additional insurance coverage depending on their 
customer base and their inherent degree of risk aversion.  For example, it is possible that firms with institutional clients may want 
additional insurance (since losses from reverse engineering of proprietary models are higher) compared to firms which 
predominately serve retail investors. 
32 Proposed Amendment, pp. 2–3. 
33 FINRA, “OATS Web Interface Data Dictionary,” p. 2, available at 
https://www.finra.org/sites/default/files/AppSupportDoc/p124221.pdf (accessed on February 9, 2021). 

https://www.finra.org/sites/default/files/AppSupportDoc/p124221.pdf
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Members are required to report to CAT LLC “information of sufficient detail to identify a 

customer.”34  For individuals, this includes, the individual’s name, address, year of birth, and a 

unique Firm Designated ID.35  As the CRA Report notes, “personal information is the most 

common type of data compromised in a cyber breach” and the “CAT remains a tempting target 

for cybercriminals as it will have one of the largest accumulations of personal data ever 

assembled.”36  This puts the CAT Data at much greater risk of being targeted than the OATS 

data.  

25. Second, the CAT System was designed with regular access in mind.  The CAT NMS Plan 

states that, “[p]articipants’ regulatory staff and the SEC will access CAT Data to perform 

functions, including economic analyses, market structure analyses, market surveillance, 

investigations, and examinations” and that approximately 600 users are expected to use the 

system on a daily or weekly basis.37  The likely more frequent and broader use of this data 

exposes it to greater risk as compared to the OATS Data.  

26. Lastly, the corresponding limitation of liability provisions for OATS were signed in 

1998, more than two decades ago.  Since then, the landscape of cybersecurity and the frequency 

and scale of data breaches has increased dramatically.  The CRA Report notes this trend and 

cites to a recent report from the A.M. Best insurance credit rating agency which stated that 

“[c]yber insurance premiums will likely continue to rise . . . due to both rising claims costs and 

heightened risks... Over the past three years the number of cyber claims has doubled to 18,000 in 

2019, from 9,000 in 2017.”38  It is not obvious that if those same limitation of liability provisions 

were proposed today, whether they would have been as widely agreed to.  

                                                 
34 CAT FAQ, “S6. What is Customer Account Information and Customer Identifying Information?” updated on January 29, 
2021, available at https://www.catnmsplan.com/faq (accessed on February 9, 2021).  
35 CAT FAQ, “S6. What is Customer Account Information and Customer Identifying Information?” and “S7. How does the CAT 
protect social security numbers?” available at https://www.catnmsplan.com/faq (accessed on February 9, 2021); SEC, “SEC 
Proposes Data Security Enhancements to the CAT NMS Plan,” August 21, 2020, available at https://www.sec.gov/news/press-
release/2020-189 (accessed on February 9, 2021).  Prior to the SEC’s proposed data enhancements, Industry Members were also 
required to report customers’ social security numbers/individual taxpayer identification numbers and date of birth. 
36 CRA Report, p. 54.  See also, CRA Report, p. 44. (“More specifically, the CAT Customer and Account Attributes database 
(the CAIS database) is the only database that exists that aggregates, across all U.S. stock exchanges, elements of PII (name, 
address, birth year) for the over 100 million people, companies, and trusts, that hold accounts trading U.S. equities and options.”) 
37 CAT NMS Plan, Appendix D: CAT NMS Plan Processor Requirements, February 27, 2015, Appendix D-24–Appendix D-25. 
38 CRA Report, p. 38, citing Ayers, Erin, “US cyber market keeps growing, but pace slowed: AM Best,” Advisen Front Page 
News, July 22, 2020. 

https://www.catnmsplan.com/faq
https://www.catnmsplan.com/faq
https://www.sec.gov/news/press-release/2020-189
https://www.sec.gov/news/press-release/2020-189
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B. CAT LLC Is Uniquely Suited to Obtain the Optimal Insurance Coverage to 
Reimburse Investors in the Event of a Cyber Breach 

27. Regardless of the amount of investment in cybersecurity and how many precautions are 

taken to safeguard the CAT Data, there remains the risk of a breach or misuse of the CAT Data.  

In the event of such a breach or misuse, a cyber-insurance policy can help provide relief in the 

form of payouts that can be used to reimburse claimants who suffered harm as a result of their 

data being compromised (whether PII or other data).   

28. To maximize consumer welfare, an insurance policy should be purchased with coverage 

such that the marginal expected benefit (from the payouts in the event of a breach or misuse of 

CAT Data) is equal to the marginal cost (i.e., insurance premium associated with the level of 

coverage).  Such insurance could either be purchased by CAT LLC (on behalf of all Industry 

Members) to cover all third-parties that would be harmed as a result of a data breach, or 

individual policies could be purchased by each individual Industry Member to cover potential 

claims by the investors who are their respective clients, or some combination of the two.39   

29. The optimal level of coverage CAT LLC would purchase depends on whether it obtains a 

liability waiver.  Since the marginal cost associated with a data breach is lower if it obtains a 

liability waiver, the optimal level of coverage purchased by CAT LLC would naturally be 

reduced.  This implies that Industry Members face two separate but related underinvestment 

problems:  the first relates to the investment in data security and the second relates to the level of 

insurance coverage CAT LLC would obtain.40 

30. As I discuss below, investors would be better off if insurance was purchased by CAT 

LLC, which is responsible for safeguarding the data, as opposed to Industry Members which face 

higher premiums from insurers because they do not have access to the CAT System or control of 

its security measures.  

                                                 
39 See footnote 31 above. 
40 Regardless of the level of insurance CAT LLC obtains and whether it obtains a liability waiver, individual Industry Members 
will make decisions about whether to purchase additional insurance coverage to reflect their specific risk tolerances.  One 
Industry Member may decide that the coverage provided by CAT LLC is inadequate and purchase additional coverage.  Another 
Industry Member may believe that the level of coverage provided by CAT LLC is adequate and is willing to self-insure against 
the additional litigation costs associated with a breach or misuse of CAT Data. 
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1. CAT LLC Is Able to Pay Lower Premiums to Insurers Because of 
Insurers’ Ability to Monitor  

31. It is important to note that if a cyber-breach occurred, it is likely to be a single event that 

affects all Industry Members simultaneously.  It is, of course, possible that certain firms are more 

at risk due to the nature of their clients, but from the standpoint of an insurer, the event that 

triggers a claim is the same for all Industry Members, even if the severity depends on the type of 

data taken or the individuals or entities that were targeted.  As a result, even if insurance is 

purchased for all Industry Members, this is unlike the typical situation where the pooling of risk 

can reduce the volatility around claims.  As an example, in health insurance, it may be cost-

efficient for a group of individuals to purchase insurance together because the pooling of their 

individual risk allows the aggregate claims to converge to expected claims.  This results in each 

individual paying a lower average insurance premium.  However, for the CAT Data, the number 

of entities purchasing insurance does not affect the volatility of claims because no Industry 

Member is likely to be affected without all Industry Members being similarly affected at the 

same time. 

32. However, even if CAT LLC does not benefit from the pooling of risk, it is still beneficial 

for CAT LLC to obtain insurance on behalf of all Industry Members instead of Industry 

Members purchasing policies individually.  If an Industry Member were to purchase insurance, 

its insurers would not have the same ability to assess the robustness of CAT LLC’s data security 

since Industry Members themselves are not fully aware of the details of CAT LLC’s security 

processes and procedures nor do they have access to the CAT Data.  In contrast, because CAT 

LLC has access to and control over the CAT Data, it can subject itself to monitoring by an 

insurer. 

33. When insurers are able to monitor the policyholder (for example, by auditing their 

security procedures and sharing best practices) and have better insight into the underlying risk, 

they may be able to charge lower premiums.  This is because monitoring helps alleviate the 

asymmetric information problem that insurers face.  Examples of this can be seen in other 

insurance markets.  For example, many insurers offer lower car insurance premiums for safer 

drivers where the determination is made through monitoring the driver’s behavior using a device 
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on their vehicle.41  CAT LLC is uniquely positioned to allow insurers to monitor its cybersecurity 

and take advantage of lower insurance premiums.   

34. Monitoring and engagement by insurers may also lead to certain suggestions or 

requirements that can both lower the cost of insurance as well as improve the overall security of 

CAT LLC.  This is noted in the CRA Report when they state that a “cyber insurance program 

also provides the benefit of engaging additional third parties (i.e., the insurance carriers) who 

have incentives and abilities to monitor cyber security hygiene at the CAT and the Plan 

Processor.”42  In contrast, if Industry Members purchased their own policies, not only would their 

insurers be unable to monitor CAT LLC, but even if they had suggestions to improve security 

(which would potentially lower premiums), Industry Members have no ability to force CAT LLC 

to comply and adopt the suggested security protocols. 

2. There is No Basis for the Claim that CAT LLC Cannot Obtain 
Additional Insurance 

35. In the Proposed Amendment, CAT LLC claims that it “has obtained the maximum extent 

of cyber-breach insurance coverage available.”43  Relatedly, the CRA Report states that “CAT 

LLC and the Plan Processer purchase insurance designed to provide compensation to harmed 

parties, up to pre-defined economically feasible limits.”44  

36. However, it is difficult to accept these claims given the lack of detail or empirical 

support.  No details are given for what the “maximum extent” covers:  does it cover direct 

damages (i.e., first-party damages to CAT LLC), or indirect costs (i.e., third party damages to 

Industry Members or the clients of Industry Members); does it cover the compromise of PII?  

There also is no elaboration on the costs of such insurance coverage, who the insurer is, or any 

details on how it was determined that additional coverage from other insurers is not available.  

Similarly, it is unclear what they consider to be the “economically feasible limit” of 

compensation for harmed parties or how such a limit was determined. 

                                                 
41 Metz, Jason, “Usage-Based Insurance Rewards Good Drivers,” Forbes, updated December 10, 2020, available at 
https://www.forbes.com/advisor/car-insurance/usage-based-insurance/ (accessed on February 9, 2021).  
42 CRA Report, p. 36. 
43 Proposed Amendment, p. 15. 
44 CRA Report, pp. 35–36. 

https://www.forbes.com/advisor/car-insurance/usage-based-insurance/
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37. Regardless, if it is true that CAT LLC cannot purchase additional cyber insurance, this 

implies that Industry Members also cannot buy additional insurance coverage for the same risk 

exposures.  Similarly, if the statement is meant to suggest that additional coverage does not exist 

at an “economically feasible” price, it is unclear why costs would be prohibitive to CAT LLC 

but not Industry Members.  In fact, as discussed above, the costs of insurance to CAT LLC are 

likely to be lower than the combined cost of Industry Members purchasing an equivalent amount 

of coverage. 

IV. Conclusion 

38. This comment analyzes the economic issues underlying the Proposed Amendment to the 

CAT NMS Plan and responds to the economic analysis put forward in the CRA Report.  As 

explained in this paper, my findings are that the Proposed Amendment, if adopted, would result 

in a reduction in investor welfare for two reasons: 1) investors would be at greater risk of having 

their data compromised since CAT LLC’s incentives to invest in security to protect the CAT 

Data would be reduced, and 2) requiring Industry Members to absorb litigation-related expenses 

for an event which they have no direct control over will lead to the inefficient purchase of 

insurance with additional costs likely passed downstream to investors.   

39. If the Proposed Amendment is not adopted and the CAT LLC was subject to potential 

litigation by Industry Members in addition to be being subject to regulation, this would help 

internalize all of the costs in the event of a breach or misuse of CAT Data.  As a result, CAT 

LLC would be incentivized to invest in the socially optimal level of protection.  Any insurance 

purchased by CAT LLC would also be more efficient as it has full access to the CAT System and 

can subject itself to monitoring by insurers, mitigating the issue of asymmetric information. 
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