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Deloitte & Touche LLP was engaged by SIFMA to assist with the development of the 2019 Reg SCI
BC/DR industry test materials.
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Regulation SCI requires that each SCI entity designate members/participants (participating members)
to take part in the annually scheduled Business Continuity and Disaster Recovery Plan test.

SCI entities have established criteria for the designation of applicable members that are required to
participate in the annual Business Continuity and Disaster Recovery Plan test.

The objective of the 2019 test is that SCI entities conduct a functional and performance testing of ’
business continuity and disaster recovery (BC/DR) plans with participating members to exercise and
verify the ability to operate through a business continuity and/or disaster recovery event using backup
sites, recovery facilities and backup communication capabilities.
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Topic Approach
2019 test date + The test will occur on Saturday October 26" 2019. The test date aligns with SIFMA Classic, FIA and IIROC

» Participating members should be able to operate from their production or DR environments

» Participating members who elect to operate from their production environments are strongly encouraged

Environments
ao
to conduct a separate connectivity test from their DR environment(s)

connectivity

Designated Reg * Reg SCI Entities notification to designated Reg SCI firms will be included in the 2019 Reg SCI Playbook
SCI contacts » Participating members to develop & communicate Reg SCI distribution emails to all SCI Entities by SIFMA

Test scripts
communication and
distribution

* Reg SCI Entities are responsible for communicating test scripts and other test requirements to their
@ respective participating members

+ Those Reg SCI Entities with public test scripts will provide participating members with the address of a
dedicated location on their website which houses all REG SCI communications, including test scripts

+ Connectivity testing is highly recommended to limit issues observed during prior years

C tivit * Reg SCI Entities are responsible for providing connectivity testing prior to the 2019 Reg SCI BC/DR test;
onnectivity @ Connectivity test dates will be established and circulated to participating members

testing » Entities will work directly with participating members to provide network connectivity information
» Connectivity configuration used for pre-test must remain unchanged for 2019 Reg SCI BC/DR test date

Fenit BrcaLiian + The 2019 annual Regulation SCI BC/DR test should not require manual intervention by participating member

systems to execute the test (manual intervention refers to limited system or configuration changes)

* The 2019 test is designed to verify that Reg SCI entities are able to demonstrate that they can support the
maintenance of fair & orderly markets in the event the Reg SCI entities’ BC/DR plans are activated

+ The 2019 test is an industry coordinated test (as required by Reg SCI), but it is not an end-to-end industry
integrated test; it is a test for each individual SCI Entity to test its own BC/DR environment(s)
Text Scope @ * The test is not systems capacity test; however the test should generate enough message traffic to support
P ~ trading and dissemination of market data through the SIPs
+ The test is not a pass/fail exercise for the participating members. Some SCI members, based on their
rulebook, will publish results!. Others will provide members with a scorecard outlining capabilities and issues

* In the event of an unsuccessful test further analysis will be required to understand the root cause (i.e. is the
issue on the participating member side, SCI entity, etc.)

Classic SIFMA Test + The 2019 Regulation SCI BC/DR test is distinct from the classic SIFMA BC/DR test

\Slfma 1 OCC will publish results if asked by regulators
Draft for Discussion Purposes Only.
Invested in America



Test Timeline and Breakpoints to follow the same test outline are prior years
All exchanges and venues will follow a half trading day structure for the testing session

TIMELINE

Real :00AM 7:00AM 8:00AM _ 9:00AM _ 9:30AM 10:00 AM 11:00 AM 12:00 PM 1:00 PM 2:00 PM 3:00 PM 4:00 PM 5:00 PM 6:00 PM

Time
(EST) — Trading date*
0 Pre-Market Open Connectivity &
Tradin
9 Market open
(=]
= © Trading Cycle [ 1]
°
©
= °Market Close
eAfter hours
trading
Clearance and settlement date*
= (6) Equities Clearing
c ; .
E £ (7) Fixed Income Clearing
% § (8] Equities/Fixed Income Settlement
= B
33 © Options Trade/PT Activity
o
@ oOptions Positions Finalization/DDS
o Exchanges to open their systems any time prior to market open o Fixed Income Clearing 12:00 PM — 6:00 PM
e Coordinated Market Open across SCI entities - 9:30 AM ET = Trades submitted and matched, settlement totals calculated
© Short trading day cycle - 9:30 AM — 12:00 PM ET Equities/Fixed Income Settlement 12:00 PM — 6:00 PM
[For OCC Exchange Mock Trading Cycle and Encore Daily Activity 9:30 AM-12:00 PM] = Deliver Orders and Payment Orders submitted and settled
. - ) . = CNS transactions and settlement totals processed
@ Coordinated Market Close (Equities and Options) — 12:00 PM ET - Fixed income settlement totals processed
o After hours trading - 12:00 PM - 1:00 PM ET 9 Options Trade / Post Trade Activity — 9:30 AM — 12:00 PM
@ Eaities Clearing - 12:00 PM — 6:00 PM @ options Positions Finalization / End of Day — 12:00 PM — 4:00 PM
= Accept trades from the Exchanges — trades will reject with invalid trade Date *Trade and Clearance and settlement dates

» Trade date for Exchange Systems will be 10/25/2019

» Exchanges may test additional functionality including IPO’s limit up/limit down and trading halts

+ DTCC will be able to accept transactions during the Clearance and Settlement window beginning at noon

+ DTCC anticipates all 4 entities (ITP (Omgeo), FICC, NSCC, DTC) will be simultaneously during the
clearing and settlement window

sifma’
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» Trade Date for the OCC Encore System will be 10/24/2019 (OCC to change
date of 10/26/189 to 10/124/2019)

» OCC's Business/Trade/Clearance date will be 10/24/2019

+ OCC’s settlement date will be 10/28/2019

* Input transaction settlement date for DTCC entities will very by test
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The objective of the test scope outline is to provide consistent detail for the execution of the test as well
as consistent set of requirements

Participating Members Test Summary

Conduct the test from their production or DR environments

Submit a representative sample of daily trade transactions to exchanges
Work with Reg SCI entities to determine communication protocols
Cover all in-scope product types

Clean all test data from systems prior to Monday market open

sifma’
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The objective of the test scope outline is to provide consistent detail for the execution of the test as well
as consistent set of requirements

Exchanges Test Summary

« Conduct trade matching

« Transmit matched trades to clearing agencies to demonstrate connectivity to the clearing agency
(NSCC will reject the trades at the CDTS gateway and a reject message will be transmitted back to
the exchange over FIX connections)

» Receive and verify messages (pended/rejected trades and execution) if applicable
* Clean all test data from systems prior to Monday market open

Note: Exchanges to communicate additional functionality including IPO’s limit up/limit down and trading
halts

sifma o
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The objective of the test scope outline is to provide consistent detail for the execution of the test as well
as consistent set of requirements
Clearing Agencies Test Summary
NSCC
+ NSCC simulate trade executions on behalf of the exchanges
» Participating members access NSCC to inquire on trade data submissions that NSCC would simulate on
behalf of the exchanges via web screens or automated output; to validate data & receive output from DTCC
OoCC
* Exchanges will:
« Transmit matched trades to OCC for processing throughout the mock trading cycle to OCC in real time
«  Submit balance sets and balance trades with OCC at close of Mock Trading Lifecycle
» Receive and verify outbound DDS through connections to OCC’s DR environment
* Purge all test data from systems prior to market open for Monday
*  Firms will:
*  Submit post trade transactions to OCC utilizing the communication protocols normally used in
production (External Encore, Real-time MQ, Batch SFTP or Batch NDM)
* Receive and verify outbound DDS through connections to OCC’s DR environments
» Access on-demand and core reports through External Encore
» Purge all test data from systems prior to market open for Monday
Fixed Income Clearing (FICC)
 Trades submitted and matched, settlement totals calculated
ITP (Omgeo)
+ Trades submitted and matched/affirmed
DTC settlement test:
* Deliver Order and Payment Order submitted; processed; and submitted for settlement

\81fma‘
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The objective of the test scope outline is to provide consistent detail for the execution of the test as well
as consistent set of requirements

Test Summary

SIP - NASDAQ

- The NASDAQ SIP (UTP) will be available from both Carteret and Cermak

- The system of record is the binary version of the SIP feed which will be available during the Reg SCI
and Industry BCP/DR test

SIP -SIAC

-  The OPRA SIP and CTS/CQS SIP will be available in Cermak

- Firms can contact connectivity@nyse.com for any questions on connecting to DR in Cermak

- General questions on SIP support can be addressed to (cgs-cts-opra@siac.com)

- SIAC will be running out of the DR site on 9/28

- For 10/5, SIAC will be running normally for OPRA only to support the final CBOE test. CTS and CQS
will run out of the DR.

sifma o
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The objective of the test scope outline is to provide consistent detail for the execution of the test as well
as consistent set of requirements

Test Summary

FINRA will create test scripts for each facility and send them to the firms who have been identified to test.
Testing will include the following FINRA facilities:

« TRACE (Fixed Income — Corporate & Agency Debt, Securitized Products and treasuries)
* ORF (Over the Counter Equities)

* NY and Nasdaq TRF (for firms who report NMS trades to the TRFs)

« OTCBB (Over the counter Bulletin Board quoting)

« OATS (NMS stocks and OTC equity securities)

Note: Test scripts were distributed to each designated firm for their respective facilities

sifma o
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Production or Test Symbols will be used for trading

Test Symbols will be used for clearing (minimum of one test symbol)

Testing using production symbols is encourage using the below symbols to support triggering market
infrastructures/SIPs. It is noted that testing is not limited to the production symbols below

Production data will be used by FINRA for OTC equities testing (FINRA will accept any valid
production symbol)

Production Symbols* —— — Test Symbols
#  Symbol # | Exchange | Symbol
1 Csco 1 Cboe ZBZX
2 F 2 Cboe ZTEST
3 MSFT 4 NASDAQ ZNZZT
4 GE 5 NASDAQ 2J72ZT
5 BAC 6 NASDAQ ZWZZT
6 SPX (CBOE proprietary product) 7 NASDAQ IXZZT
7 SPXW (CBOE proprietary product) 8 NYSE Listed NTEST
8 VIX (CBOE proprietary product) 9 NYSE American Listed ATEST
10 NYSE American Listed PTEST
11 IEX ZIEXT
12 IEX ZEXIT
13 IEX ZXIET
* Not Comprehensive - SCI entities may require specific 14 Global OTC test symbols  TESTF
Options to support their testing TESTJ
TESTX

sifma’
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#  |FINRA Reporting Facilit CUSIP Symbol  [M#  |FINRA Reporting Facilit Symbol  |[cusIP

1 SWRAY 21 ALLY 02005N100
2 RHHBY 22 CAT 149123101
3 ORF . POAHY 23 FINRA/NYSE TRF; NKE 654106103

(non clearing test cases) FINRA/Nasdaq TRF-Carteret;
4 DASTY 24 FINRA/Nasdaq TRF-Chicago AAPL 037833100
5 MIELY 25 EBAY 278642103
6 DANOY 26 NFLX 64110L106
7 27

912796573 TSRYS4856639 ST SGBG

8 912796 WF2 TSRYS4887865 28 VTGGF
9 TRACE: TS 912796573 TSRYS4856639
10 912828411 TSRYS4622555
11 912833PB0 TSRYS4494557
12 88167AAE1 TEVA4384553
13 31359MGK3 FNMA.RY . ) )

TRACE: CA All FINRA'’s test scripts will be reviewed and updated to
1 97097125 BCS4586230 account for expired symbols/CUSIPS and price
15 973205CGO CHRC4412564 disparities, as needed. These changes will be made the
16 I B — week of the test- FINRA will provide an updated list of

securities prior to the test.

17 36197XAJ3 GS4007821
18 TRACE: SP 38381TDG7 GNMA4812033
19 31418CMF8 FNMA4492691
20 01F0326B5 UMBS4816528

Updated as of 10/22/2019
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SCI entities test scripts

BOX
+ BOX communicated the test scope and framework to designated SCI participants (9/3/2019)

Cboe Exchanges (Cboe Options, BYX, BZX, EDGA, EDGX and C2)
« Link to test plan

DTCC
» Test scripts were shared and tailored to DTCC’s designated participants
« DTCC distributed individualized test scripts to each designee

FINRA
« Test scripts were distributed to each designated firm for their respective facilities
* FINRA's test scripts are confidential and will only be shared with FINRA’s designated participants

IEX
 Link to IEX 2019 latest notice and playbook

MIAX Exchanges
Link to MIAX Exchanges test script

NASDAQ Exchanges
« Link to NASDAQ Exchanges Equities test details (Equity Requlatory Alert #2019-10) & Options test details
(Options Requlatory Alert #2019 — 19)

sifma o
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http://markets.cboe.com/resources/schedule_update/2019/2019-SIFMA-FIA-and-Reg-SCI-BCP-DR-Test-Plan.pdf
https://iextrading.com/alerts/#/76
https://www.miaxoptions.com/alerts/2019/04/25/miax-exchange-group-options-markets-reg-sci-sifma-bcp-test-plan-october-26-2019-0
http://www.nasdaqtrader.com/MicroNews.aspx?id=ERA201910
http://www.nasdaqtrader.com/MicroNews.aspx?id=ORA2019-19

NYSE Group

* Link to NYSE Group test scope;

« NYSE will provide participating members with a Checklist in advance of the test. Checklist must be returned to
regscitesting@nyse.com following test conclusion.

» Upon Checklist receipt, NYSE will provide firms with “a confirmation of test completion” email.

OocCC
* Individualized test strategies will be developed for each registered participant tailored to individual business
models.

+ OCC Testing requirements are posted on Infomemo 45087 (infomemo memo to be updated)

OTC Markets
« OTC Markets' test scripts are confidential and were shared with designated participants only

SIFMA Classic Test
+ SIFMA Classic Test scripts vary depending on the scope of testing offered by each test entity, an overview of
test scope is available in the Summary of Components spreadsheet on the SIFMA test site

sifma o
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https://www.nyse.com/publicdocs/nyse/notifications/trader-update/NYSEGroup_RegSCITesting_October2019.pdf
https://www.theocc.com/webapps/infomemos
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Orders
* Average number of shares is used with a minimum of 2 orders (no max)

Registration
+ The 2019 Regulation SCI BC/DR test is distinct from the classic SIFMA BC/DR test

« Registration to the 2019 Regulation SCI BC/DR test is done by notification from the SCI entities — see
Appendix for 2019 notification process

Success Criteria

« DTCC has outlined the capabilities, designee activity and evidence for inbound and outbound activity
with FICC, NSCC, DTC and ITP (Omgeo) which will be used to determine whether testing has been
successful (see chart on Page 23)

e OCC has documented Success Criteria in Infomemo 45087 and it will be documented in each
participants confirmed test strategy.

sifma o
~ Draft for Discussion Purposes Only.

Invested in America


https://www.theocc.com/webapps/infomemos
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Availability for

Pre Testing

Availability for

Post Testing

Pre- Testing
Required

Post - Testing
Required

Connectivity

Testing Required

Yes - validation of prod

Pre Test Contact

Information

Reg SCI Pre
Testing Dates

Comments on
Reg SCI Pre
Testing

Post Reg SCI
Test
Confirmation

Reg SCI Post
Testing Dates

Comments

to prod connectivity _ L
N/A once testing is complete ::sstin c%r:]Tectlwty No
and OCC production g only
environment is back up
Pretesting is highly .
Highly Strongly
T TS o Yes Recommended recommended
DTC
N/A No (Optional) No No
Highly
e s recommended NE
Kevin Hanley, 212- Karen Glad Market Serge Sheynkman
855-8092 312-322-2041 Operations 212-894-5446
khanley@dtcc.com occDRtest@theocc.com marketops@iextra serge.sheynkman@
ding.com; theice.com
646-343-2310 Chris Loonam
Tech. Ops 770-857-2718

* 9/14/2019

Pretest is highly
recommended for
designees

Email indicating
receipt of test
evidence and
confirmation of
success is provided
during the test
window

N/A

A A A s Ay

Invested in America

+ 7/13/2019
+ 8/10/2019
+ 9/28/2019

Mandatory Pre-Testing
for all OCC participants
and will consist of

validating connectivity

Email indicating
completion of input &
output & test success

sre@iextrading.co

chris.loonam@theic

Will be made
available upon No
request
Strongly
s recommended e
No No
No Yes
Trading Services Ron Miller-Prim: BOX Maret

tradingservices@nasdaqg
.com

ron.miller@finra.org Operations

; 212 858-5178 Center

FINRA Product 866-768-8845
Options Market Management- boxmoc@boxoption
Operations Backup: s.com
optionshelpdesk@nasda finraproductmanage

m; 646-343-2200

* 9/28/2019
* 10/05/2019

N/A

Not required

On request

N/A

e.com

* 9/28/2019
* 10/05/2019

Completed
Checklist by Email
required per Test
Script

g.com ment@finra.org

* 9/28/2019

- 10/05/2019 © Bk

9/28/2019

N/A

Participants to fill out
the checklist [link
pending, to be on the
alert] return via email
to optionshelpdesk
@nasdag.com. Can be
done following

Not required Not required

Monday.
made available upon N/A
request

Yes

* Applies to all FINRA facilities and products including Fixed Income and TRACE for Treasuries


mailto:khanley@dtcc.com
mailto:occDRtest@theocc.com
mailto:marketops@iextrading.com
mailto:sre@iextrading.com
mailto:serge.sheynkman@theice.com
mailto:chris.loonam@theice.com
mailto:tradingservices@nasdaq.com
mailto:optionshelpdesk@nasdaq.com
mailto:ron.miller@finra.org
mailto:finraproductmanagement@finra.org
mailto:boxmoc@boxoptions.com

- NYSE Chicago MIAX Exchanges OTC Markets Cboe Options g‘g)((//Bch/ Heleyts

Yes 7:00am CT to
9:30am CT

Availability for
Pre Testing

Availability for

Post Testing /'S needed

Pre- Testing Strongly recommended for
Required CHX Required Participants
Post - Testing

Required e

Connectivity

Testing N/A

Required

Kevin Tyson

ktyson@chx.com

Pre Test Contact (312)663-2934

Information

Reg SCI Pre

Testing Dates N/A - see comments

Comments on
Reg SCI Pre
Testing

n/a

Post Reg SCI
Test
Confirmation

Reg SCI Post
Testing Dates

Respond to CHX post test
questionnaire

N/A

NYSE Chicago - maintains
two hot-hot sites and is
open to testing at any
time during the week

Comments

sifma’
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No No
Strongly recommended No
No No
Yes N/A

Trading Operations Bart Krezalek

TradingOperations@MIAXOptions.com

bart@otcmarkets.co

(609) 897-7302 m_212-896-4475

Vliad Brodsky

vlad@otcmarkets.co

m

* 9/28/2019

* 10/05/2019

e **10/21/19-10/25/29

Telnet testing to the DR environments for
the MIAX Exchanges will be available:
Saturday, 9/28/19, - 8:00AM - 12:00PM EST
Saturday, 10/5/19 -8:00AM - 12:00PM EST
** Monday, 10/21/19 - Friday, 10/25/19 -
8:00AM - 5:30PM EST

Contact trading
Operations when
Complete

Contact trading Operations when
complete

Details can be found in the 4/25/19
Alert, "MIAX Exchange Group-Options
Markets -Reg SCI/SIFMA BCP Test
Plan-October 26, 2019":
https://www.miaxoptions.com/alerts/2
019/04/25/miax-exchange-group-
options-markets-reg-sci-sifma-bcp-
test-plan-october-26-2019-0

Do not participate

No
Strongly Recommended

No

No

Cboe Trade Desk
913-815-7001
tradedesk@cboe.com

No
Strongly Recommended

No

No

Cboe Trade Desk
913-815-7001
tradedesk@cboe.com

Cboe NOC
913.815.7005
noc@cboe.com

9/28/2019; Will not
be available for 10/5/19

Voluntary connectivity
pre-testing can occur
any time. Cboe NOC &
Trade Desk support
available to address
connectivity issues.

Not required

No

Refer to -
http://cdn.cboe.com/res

Cboe NOC
913.815.7005
noc@cboe.com

9/28/2019; Will not
be available for 10/5/19

Voluntary connectivity
pre-testing can occur
any time. Cboe NOC &
Trade Desk support
available to address
connectivity issues.

Not required

No

Refer to -
http://cdn.cboe.com/res

ources/schedule update

ources/schedule update

/2019/2019-SIFMA-FIA-

/2019/2019-SIFMA-FIA-

and-Reg-SCI-BCP-DR-

and-Reg-SCI-BCP-DR-

Test-Plan.pdf for
complete details.

Test-Plan.pdf for
complete details.


mailto:ktyson@chx.com
http://Operations%20at%20TradingOperations@miaxoptions.com/
mailto:bart@otcmarkets.com
mailto:vlad@otcmarkets.com
mailto:tradedesk@cboe.com
mailto:noc@cboe.com
mailto:tradedesk@cboe.com
mailto:noc@cboe.com
https://www.miaxoptions.com/alerts/2019/04/25/miax-exchange-group-options-markets-reg-sci-sifma-bcp-test-plan-october-26-2019-0
http://secure-web.cisco.com/11TQmaG_-0xvuUn-CKFKs3hHuHvf2a4AjGVDYfbMZYY7gVMnHccxb-dvXv6p7aWk4s5EyORjysETDWN-6nZvdztDvJcEj-j-YmhPygpmy6uK9NYZVMLGpiOKfo7wBJJNCmU-pHuPunOeYMsEhDcAppim7FXRpxa5-9MRWA1VUKDcdJ5BNqXRqRvx6n3CI4_eIU2hwG7hCSp0rql1TseFbXwy3YjUfD9ffNAzzEssKKYxP_ptwHGIHN9waG8u79tt5uV46R2jHsV8b5H7gMpKADoKHYrSL2SSTyyuEGmsJSPHf4b76ai7hn994IC98wDk4Ed_H7MELeC79I5e834rg764vEWEcWEPD8nkGYCt7jO7c7w5GG0eg3-lYqZIRgQPgDMQ1AKw27HlCygBbdRvixfEBvfGYH_ccQrCN6ZnHDIhYURBg3kHvoqrR0o0Z1b-Anc8i-fTbuns0LJCt_yFRzgiLH_ZYJEkEoyWj1U5kMzGec-pi5fNmE6RNzAS_0dVr/http:/cdn.cboe.com/resources/schedule_update/2019/2019-SIFMA-FIA-and-Reg-SCI-BCP-DR-Test-Plan.pdf
http://secure-web.cisco.com/11TQmaG_-0xvuUn-CKFKs3hHuHvf2a4AjGVDYfbMZYY7gVMnHccxb-dvXv6p7aWk4s5EyORjysETDWN-6nZvdztDvJcEj-j-YmhPygpmy6uK9NYZVMLGpiOKfo7wBJJNCmU-pHuPunOeYMsEhDcAppim7FXRpxa5-9MRWA1VUKDcdJ5BNqXRqRvx6n3CI4_eIU2hwG7hCSp0rql1TseFbXwy3YjUfD9ffNAzzEssKKYxP_ptwHGIHN9waG8u79tt5uV46R2jHsV8b5H7gMpKADoKHYrSL2SSTyyuEGmsJSPHf4b76ai7hn994IC98wDk4Ed_H7MELeC79I5e834rg764vEWEcWEPD8nkGYCt7jO7c7w5GG0eg3-lYqZIRgQPgDMQ1AKw27HlCygBbdRvixfEBvfGYH_ccQrCN6ZnHDIhYURBg3kHvoqrR0o0Z1b-Anc8i-fTbuns0LJCt_yFRzgiLH_ZYJEkEoyWj1U5kMzGec-pi5fNmE6RNzAS_0dVr/http:/cdn.cboe.com/resources/schedule_update/2019/2019-SIFMA-FIA-and-Reg-SCI-BCP-DR-Test-Plan.pdf
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SCI Entity
FIcC

NSCC

DTC

ITP
(Omgeo)

* - Inbound processing for NSCC is out of scope for 2019 since exchanges are not participating

19

Inbound to DTCC* outbound from DTCC
| ______Evidence | [ Fvidence |

FICC will enable the

following capabilities

for data submission:

e Web Interface

o File Interface
(FTP/NDM)

e MQ Interface

NSCC will submit
transactions on behalf
of Designees via a FIX
simulation process.
Exchanges to submit
trades to NSCC (UTC)

which will reject with an

invalid trade date via
FIX

DTC will enable the

following capabilities

for data submission:

e Web Interface

e File Interface
(FTP/NDM)

e MQ Interface

ITP (Omgeo) will

enable the following

capabilities for data

submission:

e Web Interface

e File Interface
(CCF/MTI)

e MQ Interface

o FIX

~31fma‘

Designees to submit

trade input using one

of the following
interfaces:

e Web Interface
o File Interface
(FTP/NDM)

e MQ Interface

Exchanges to send

inputs using FIX
interface

Designees to send

inputs using one of the

following interfaces:

e Web Interface

o File Interface
(FTP/NDM)

e MQ Interface

Designees to send

inputs using one of the

following interfaces:

e Web Interface

o File Interface
(CCF/MTI)

e MQ Interface

e FIX

Invested in America

Each Designee will
submit evidence

(Screenshots) for inputs

being sent to FICC

Each Exchange will
need to submit

evidence (screenshots)

of trade rejections

Each designee will
need to submit

evidence (Screenshots)
for inputs being sent to

DTC

Each designee will
need to submit

evidence (Screenshots)
for inputs being sent to

ITP (Omgeo)

FICC will enable the

following capabilities

for data inquiry:

e Web Interface

o File Interface
(FTP/NDM)

e MQ Interface

NSCC will enable the

following capabilities

for data inquiry:

e Web Interface
(Settlement)

o File Interface
(FTP/NDM)

® MQ Interface

o FIX

DTC will enable the

following capabilities

for data inquiry:

o Web Interface

o File Interface
(FTP/NDM)

o MQ Interface

ITP (Omgeo) will enable

the following

capabilities for data

inquiry:

e Web Interface

e File Interface (CCF,
MTI)

e MQ Interface

e PTS

Each designee can confirm their

capability in one of 2 ways:

1. Receipt of automated machine
readable output from FICC, or;

2. Verification of FICC data
processing through the FICC
Web Interface, File Interface,
or MQ interface.

Each designee can confirm their

capability in one of 2 ways:

1. Receipt of automated machine
readable output from NSCC,
or;

2. Verification of NSCC data
processing through the
Settlement Web Interface, File
Interface, FIX or MQ interface.

Each designee can confirm their
capability by validating the
settlement figures through: the
Settlement Web Interface, File
Interface, or MQ interface.

Each designee can confirm their

capability in one of 2 ways:

1. Receive automated machine
readable output from ITP
(Omgeo), or;

2.Validate the matched trade
through: the Web Interface,
File Interface, MQ interface or
PTS.

Each designee will need to submit
evidence for at least one of the
following:

1. Screen shot of the receipt
date/time of the message or file
sent by FICC to the designee; or;

2.Screen shot of result of data
processing.

Each designee will need to submit
evidence for at least one of the
following:

1. Screen shot of the receipt
date/time of the message or file
sent by NSCC to the designee; or;

2.Screen shot of pre and post data
processing for the test transaction

Each designee will need to submit
evidence for at least one of the
following:

1.Screen shot of the receipt
date/time of the message or file
sent by DTC to the designee; or;

2.Screen shot of pre and post data
processing for the test transaction

Each designee will need to submit

evidence for at least one of the

following:

1. Screen shot of the receipt
date/time of the message or file
sent by ITP (Omgeo) to the
designee; or;

2.Screen shot of pre and post data
processing for the test transaction

Firms are able to
submit evidence for
successful receipt of
1 Input and 1 output
transaction

Firms are able to
submit evidence for
successful receipt of
1 Input and 1 output
transaction

Firms are able to
submit evidence for
successful receipt of
1 Input and 1 output
transaction

Firms are able to
submit evidence for
successful receipt of
1 Input and 1 output
transaction

Draft for Discussion Purposes Only.



DRAFT

SCI Entity Latest Notification date Comments

The measurement period for determining BOX BCP/DR Participants is January 1st - July 31st. BOX will
individually notify Designated BCP/DR Participants of their designation as such (including the Exchange
volume percentage(s) such designation is based upon) promptly following completion of the applicable
measurement period. Note: will explore the possibility of updating role book to align dates

BOX Promptly after July 315t

Cboe Options: RG19-021
Cboe BYX Equities: RC19-015

; ; BZX Equities & Options: RC19-015
Options/BYX/BZX/ED  See Regulatory Circular C2 Options: C2 RG19-019

GA/EDGX/C2 EDGA Equities: RC19-015
EDGX Equities & Options: RC195-015

Designation Date will be no later than July 30 of each calendar year. Designated firms will be notified that
they have been designated to participate in the next annual test of the DTCC DR plan within 30 calendar
days after the Designation Date.

Within 30 calendar days
pTcC after July 30 2018

FINRA regulatory notice does not specify a date or measurement period, just how they determine which
FINRA* April 30" 2019** firms are designated Reg SCI testers. However, FIRNA has been notifying firms of their designation in
early Q2 each year.

IE April 30t" 2019 notify members of their requirement to participate in annual testing in April of each year (generally first or
E— P second week), based on Q1 data.
NASDAQ Exchanges March 315t 2019 Participants who meet the criteria requiring participation in the annual Business Continuity and Disaster

Recovery Test will be notified by March 31, 2019.

NYSE will notify firms that meet these criteria in April 2019. The NYSE may revise the list of required
NYSE Group* April 15th 2019 participants based on updated aggregated daily volume data for subsequent calendar quarters and will
notify any impacted firms individually at least three months in advance of the scheduled test.

MIAX Options & MIAX Pearl  \yithin fifteen (15) calendar days following the end of the measurement quarter MIAX exchanges will
Within 15 calendar days  provide notice to qualifying Members that will have a mandatory BC/DR testing participation requirement.
following March 31, 2019  MIAX Options and Pearl. - The measurement quarter defined as January 1st through March 31st each year.

MIAX Emerald MIAX Emerald - The measured quarter defined as April 1, 2019 through June 30, 2019.
Within 15 calendar days Note: for 2020 MIAX is expecting to align Emerald’s measurement quarter to with

following June 30, 2019  Options/Pearl.

MIAX Exchanges

OCC May 2019 Notified in November 2018 - lasted updated published May 2019 see Infomemo 45087
OTC Markets N/A tTeesstt plans will be distributed individually to all entities who have been identified as required to

Sifma * Applies to all FINRA facilities and products including Fixed Income and TRACE for Treasuries

\ The date is not firm and could slip 20 Draft for Discussion Purposes Only.
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http://secure-web.cisco.com/1v907NF5X_8RwoclcXcRGKMt2mxT3rKsPxNxRyDdH1hu0jmyxRYIZSpldFUJUAsPJrT0z1Bm7jvaePSfqyxIvMfu7Odzm4UbyH5u5mbXrYF64L264YkNpYcVK6mZ_RUi4kgzV1z7HXfNHH7JjEINYDz_y6ftrwTjTP7P2NKX49Fl9NlqsdeMB1_ZVvuaxA9wQkuA7kKoNifFLPctNypT_LW2f0RlHnsYrrACJzSjVQ8Uj_lIayr9ZmCvpvaSDaaTn1dNvaXMBbdAO8bJb28gvU9XsyNUw6QIynN3tVhz-W_2N9URD-3-O8SpiLTomQTw5IjVhGP_Efa58P0RgjN2Bd0FF3mGpsoDlKWKPqTvSOeKHj4t_vLtCdsp0bgfu8L-TpLoUthBJIM3JyXgfb5s60P-X6dHY8Na-jGTgOcuyWRnN0xwtPY9ltOdYJxuuG7L34vp9_FOiquYcem-YOKVEme9oYxN4_GT6T76Beff6utCVtC9os8GGBE4pDMMwiQIyr--9ZaLesDl1I_-5c_rBBw/http:/www.cboe.com/publish/RegCir/RG19-021.pdf
https://secure-web.cisco.com/1-K5OaZj0SloSArlFk3nB7rLFp3n20H7SkixgnweiNOOP4_5lifabuouRTbeSaNoMH4NTOeYb1aLcYNczroYRe_pU73qBLQcEFE7A_ago4ouu9y6jMxVW3cjlEphQl_94G3qVpQWl-VMI0AntS1LK4_0W_Ai8IEfSgd8PlHNL5zeTtVFZNvgM7S1zUaI9bf8uEqvJ9lNp8qSd98T4y0X0-qBNovC9mJydldNcbaiXdSGl6HCxtmFf38ERXMwvMvCHVHhfst7xICyM_uL3ZExVm-FoMMP-8_uQH_LbD8WUUmgPUJX2IPJ19SsseFou0DO0Ao8XFDw0VNzOvKnTVLCToKcBTN0H_poxg6NGQ_NB9NW1fvdS5QAP49uqtlWTwRt3WFVGucfVExeFVxYD3CkdSKrsu3b8SjuwCvT9Opqao8KwlyNL6Fxxw8pBEAwQQBHr8w0YxYigV6-gPDQNwymFpBvexRBdriLbiMdEHeL449NQ8zJhJGBIknZqcjr5XE5IZSsFurPPDehuFGU70n3_OA/https:/cdn.cboe.com/resources/regulation/circulars/regulatory/RC19-015-Mandatory-Participation-in-Disaster-Recovery-Testing.pdf
https://secure-web.cisco.com/1-K5OaZj0SloSArlFk3nB7rLFp3n20H7SkixgnweiNOOP4_5lifabuouRTbeSaNoMH4NTOeYb1aLcYNczroYRe_pU73qBLQcEFE7A_ago4ouu9y6jMxVW3cjlEphQl_94G3qVpQWl-VMI0AntS1LK4_0W_Ai8IEfSgd8PlHNL5zeTtVFZNvgM7S1zUaI9bf8uEqvJ9lNp8qSd98T4y0X0-qBNovC9mJydldNcbaiXdSGl6HCxtmFf38ERXMwvMvCHVHhfst7xICyM_uL3ZExVm-FoMMP-8_uQH_LbD8WUUmgPUJX2IPJ19SsseFou0DO0Ao8XFDw0VNzOvKnTVLCToKcBTN0H_poxg6NGQ_NB9NW1fvdS5QAP49uqtlWTwRt3WFVGucfVExeFVxYD3CkdSKrsu3b8SjuwCvT9Opqao8KwlyNL6Fxxw8pBEAwQQBHr8w0YxYigV6-gPDQNwymFpBvexRBdriLbiMdEHeL449NQ8zJhJGBIknZqcjr5XE5IZSsFurPPDehuFGU70n3_OA/https:/cdn.cboe.com/resources/regulation/circulars/regulatory/RC19-015-Mandatory-Participation-in-Disaster-Recovery-Testing.pdf
https://secure-web.cisco.com/1EwDnyA_Vjs1mu-QvrG00U2GNrY3IogiXbXPvJJqjdRqTZwxWffinEcJSSJu0qah0Dq0AZWNr_cvT7r2BxEuCrFdpGsG3o7Cf4o4htz3EBlP484Ol_kOpQ6yf1piBxNQjVE501GoNRoxdTfP85xkIBBQ1egccmsSmyHAIzqklVsx3AB3eH97tY_hGuUFq8MdkwnB2bgyC6wEonw8KgzxjNTdlv1K2_YV-e4kHY4VZw80XVJWtbtGwvTYkQ_tAMAN6deHQMxqsl7hDTwP_E3IzoUbDIgs95NByIpab_BS6jWCvkzdo8xEWIc8RUis0mVJaJQpsDPZ1mpi6PTS3TJYmZxDRTbAyRVOxWv3yL4lUKYRsTQfWhPgozIFi-Lxg2FaaiL-5_JsIcq0zlForZUU9qoRow9mWentsjEaJw9fHTJGSqiG7p1l9gxVbA7SHsocJcXqq06UrVB7bYVnHr9jxewGGGVi4uxIREaOhhErL2j6b6MJ72RG6KUWhfLz3kSQQxQYTGArs9rE3P9wezkWZKw/https:/cdn.cboe.com/resources/regulation/circulars/regulatory/C2RG19-019.pdf
https://secure-web.cisco.com/1-K5OaZj0SloSArlFk3nB7rLFp3n20H7SkixgnweiNOOP4_5lifabuouRTbeSaNoMH4NTOeYb1aLcYNczroYRe_pU73qBLQcEFE7A_ago4ouu9y6jMxVW3cjlEphQl_94G3qVpQWl-VMI0AntS1LK4_0W_Ai8IEfSgd8PlHNL5zeTtVFZNvgM7S1zUaI9bf8uEqvJ9lNp8qSd98T4y0X0-qBNovC9mJydldNcbaiXdSGl6HCxtmFf38ERXMwvMvCHVHhfst7xICyM_uL3ZExVm-FoMMP-8_uQH_LbD8WUUmgPUJX2IPJ19SsseFou0DO0Ao8XFDw0VNzOvKnTVLCToKcBTN0H_poxg6NGQ_NB9NW1fvdS5QAP49uqtlWTwRt3WFVGucfVExeFVxYD3CkdSKrsu3b8SjuwCvT9Opqao8KwlyNL6Fxxw8pBEAwQQBHr8w0YxYigV6-gPDQNwymFpBvexRBdriLbiMdEHeL449NQ8zJhJGBIknZqcjr5XE5IZSsFurPPDehuFGU70n3_OA/https:/cdn.cboe.com/resources/regulation/circulars/regulatory/RC19-015-Mandatory-Participation-in-Disaster-Recovery-Testing.pdf
https://secure-web.cisco.com/1-K5OaZj0SloSArlFk3nB7rLFp3n20H7SkixgnweiNOOP4_5lifabuouRTbeSaNoMH4NTOeYb1aLcYNczroYRe_pU73qBLQcEFE7A_ago4ouu9y6jMxVW3cjlEphQl_94G3qVpQWl-VMI0AntS1LK4_0W_Ai8IEfSgd8PlHNL5zeTtVFZNvgM7S1zUaI9bf8uEqvJ9lNp8qSd98T4y0X0-qBNovC9mJydldNcbaiXdSGl6HCxtmFf38ERXMwvMvCHVHhfst7xICyM_uL3ZExVm-FoMMP-8_uQH_LbD8WUUmgPUJX2IPJ19SsseFou0DO0Ao8XFDw0VNzOvKnTVLCToKcBTN0H_poxg6NGQ_NB9NW1fvdS5QAP49uqtlWTwRt3WFVGucfVExeFVxYD3CkdSKrsu3b8SjuwCvT9Opqao8KwlyNL6Fxxw8pBEAwQQBHr8w0YxYigV6-gPDQNwymFpBvexRBdriLbiMdEHeL449NQ8zJhJGBIknZqcjr5XE5IZSsFurPPDehuFGU70n3_OA/https:/cdn.cboe.com/resources/regulation/circulars/regulatory/RC19-015-Mandatory-Participation-in-Disaster-Recovery-Testing.pdf
http://secure-web.cisco.com/1bWdlIjxbgVlLGIF3qq2QWA-dmyq_9yTIYBXkQ8UJwI9Lbds-zE6cQZA6CzY-2TNkRtntRZd098OChtjXYKVxR2vBg2Nau8YaZPte0i8XgXUDL6uDWdd5yDWrqkmZp03kC24TWome0IpJJPOQirKV71JrDGVj6JwftvtaoDgqQUKIfbyhSF9wOD6qv8A0CdrBfsOTcVmTi91WBUPWdwKfgZcnJGMw3Zo-ZEGQ1CbmrY84CW87MiBnIXZFBeFEvM4mDNe2iy5lv9d1FYXfvtTNiDGHdIDNvQjgH1fwbru6KwPFx3P0e2WvTQu2DEouGTW8N02O4U5RkpiEFhTd-1kiPr_gntuK_rsDQmUtXMWH7Q0nZR-auCrsbt29Or9c4V2WqzGNnju3NzpDp51w31w_hK5jw9EJOn7pT8Tu6ixpWQPClKCUjK8ppKCR32lzgqE3drbwSGJq9nngmx4Rs_Qqq4M3kzfMsi-Nxu4pGvo7q5TIc02Y-Ky1-ILUrV9M3MLG/http:/www.finra.org/industry/notices/19-15
https://iextrading.com/docs/circulars/regulatory/RC-2019-0002.pdf
http://www.nasdaqtrader.com/MicroNews.aspx?id=ERA2019-1
https://www.miaxoptions.com/sites/default/files/circular-files/MIAX_Options_RC_2018_70.pdf
https://www.miaxoptions.com/sites/default/files/circular-files/MIAX_PEARL_RC_2018_52.pdf
https://www.miaxoptions.com/sites/default/files/circular-files/MIAX_PEARL_RC_2018_52.pdf
https://www.theocc.com/webapps/infomemos

An SCI entity’s BC/DR plan, including its backup systems, each SCI entity shall: (a) establish
standards for the designation of those members or participants that the SCI entity reasonably
determines are, taken as a whole, the minimum necessary for the maintenance of fair and orderly
markets in the event of the activation of such plans; (b) designate members or participants
pursuant to the standards established and require participation by such designated members or
participants in scheduled functional and performance testing of the operation of such plans, in the
manner and frequency specified by the SCI entity, provided that such frequency shall not be less
than once every 12 months; and (c) coordinate the testing of such plans on an industry- or sector-
wide basis with other SCI entities [Regulation SCI Rule 1004 and FAQs]

Conduct the initial functional and performance testing of BC/DR plans with designated members
or participants no later than November 2, 2016 [Regulation SCI FAQs]

SCI entities are not required to conduct all functional and performance testing at once and in
coordination with other SCI entities all at the same time.... if, to meet the requirements of the rule, a
single annual test cannot be properly conducted, SCI entities have flexibility to design their testing
to include, for example, weekend testing and testing in segments over the course of a year [SCI
Adopting Release and FAQ’s]

sifma’
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